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Logics of Political Secrecy 
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Abstract 

In the modern age, the political secret has acquired a bad reputation. With 
modern democracy’s ideal of transparency, political secrecy is identified with 
political crime or corruption. The article argues that this repression of secrecy 
in modern democracies falls short of a substantial understanding of the struc- 
ture and workings of political secrecy. By outlining a genealogy of political 
secrecy, it elucidates the logic as well as the blind spots of a current culture of 
secrecy. It focuses on two fundamental logics of secrecy, deduced from the 
Latin terms ‘arcanum’ and ‘secretum’. Whereas the logic of arcanum regards 
secrecy as a legitimate dimension of government, a modern logic of secretum 
is marked by an inextricable dialectics between the withdrawal and commu- 
nication of knowledge, between secrecy and publicity. Here, the secret is not 
so much a piece of withheld knowledge as a ‘secrecy effect’ that binds the 
realm of secrecy to the public sphere by a dialectics of permanent suspicion 
and scandal. Instead of falling into the trap of this ‘secrecy effect’ it is worth 
taking a closer look at the tradition of thought on the arcana imperii, from 
Tacitus to early modern doctrines of raison d’état to Carl Schmitt. What this 
tradition deals with is the functionality of secrecy and its complicated relation 
to the law. The arcana tradition elaborates the crucial point of secrecy: its 
potential, but also its profound ambivalence. Secrecy opens up a discretion- 
ary space of action exempt from the rule of law, and, according to Carl 
Schmitt, ignores the law so as to allow it to become effective. Secrecy 
serves to protect and stabilize the state, but at the same time it opens a 
space of exception from the rule of law that breeds violence, corruption 
and oppression. Instead of seeing secrecy as the opposite of a political culture 
of transparency, it is more productive to regard secrecy as transparency’s 
complement - a counterpart, however, that is marked by the profound par- 
adox of being both a consolidation of and a threat to democracy. 
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Real power begins where secrecy begins. (Arendt, 1951: 386) 


HE POLITICAL secret has acquired a bad reputation.’ This was not 

always the case; for centuries, the clandestine arts practised by far- 

sighted rulers and skilled generals belonged to an arsenal of tech- 
niques designed to support the execution and maintenance of power. With 
the arrival of the modern ideal of political transparency, however, any 
state secret removed from public scrutiny arouses suspicion. What govern- 
ments keep secret is likely to be seen as something that could not be legit- 
imized were it to be made public. In modern democracies, the secrets of 
the state are suspected to be the crimes of the state. The entire realm of 
state secrecy — the intelligence services, classified information, or diplo- 
matic discretion — is seen as a ‘pathology’ of politics, or, at best, a necessary 
evil (Friedrich, 1972). And yet modern states have not only built up mas- 
sive, highly professional intelligence infrastructure; they also depend on 
espionage, secret operations, surveillance and the classification of informa- 
tion, which are indispensable governmental and military tools. Modern 
power fundamentally hinges on a vast range of secrets and _ secrecy. 
However, unlike pre-modern regimes that viewed their arcana imperii as a 
legitimate part of governance, modern governments tend to make a secret 
of their dependence on secrets, most famously in the ‘plausible deniability’ 
that, for a long time, was used by the US government to dissociate itself 
from the activities of its own intelligence services. Today, secrecy is 
mostly dealt with in the form of the scandal: if political secrets are exposed 
or betrayed, the leakage will occur as a fundamental disturbance of politi- 
cal order. Most often this will trigger a debate which is not limited to the 
mere content of the disclosure, but will question the legitimacy of political 
secrecy altogether. 

However, as Clare Birchall and others have recently argued, the simple 
opposition of transparency and secrecy, as well as the latter’s identification 
with political crime or corruption, falls short of a more complex and sub- 
stantial understanding of the structure and the workings of political secrecy 
(see Birchall, 2011). Such an understanding, I would like to suggest, must 
start with a theoretically and historically differentiated view of the complex 
‘logics’ of political secrecy. Secrecy can function in very different ways, as 
illustrated by the different Latin terms for ‘secret’: mysterium, arcanum 
and secretum. These logics not only organize different relations between 
the known and the unknown, between things that can be discussed and 
those that are not open to debate; they can also be helpful in analysing the 
transformation of the structure of political secrecy in modernity. 
Historically one must distinguish between different cultures of secrecy: 
the medieval ‘mysteries of the state’, the early modern doctrines of ‘arcana 
imperit’ and the modern ‘secret of the state. What becomes clearer from 
such a genealogical perspective is not only the different logics of secrecy 
that these models imply, but also the profound ambivalences regarding the 
political status and the usage of secrecy in modern democracies. Although 
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it was an accepted and even recommended rule of prudent and efficient gov- 
ernance in the early modern period, in modernity secrecy has fallen under 
the spell of a profound mistrust. As a result of modern democracy’s ideal 
of transparency and of the moralization of politics, secrecy has become pre- 
carious and problematic, something seen as both necessary and noxious, 
something constantly in need of legitimization yet never really legitimate. 
When citizens are the ultimate instance of political legitimacy, their exclu- 
sion from knowledge about crucial activities and decisions of the govern- 
ment becomes hard to accept. 

This repression of secrecy, however, does not make political secrets 
disappear altogether. Secret operations are not only an integral part of dem- 
ocratic policy, domestic or foreign; political secrets are also an obsession of 
the public sphere, an object of permanent suspicion and speculation and a 
source of frequent outrage and scandal. ‘Today, we can see a deadlock 
between two opposing attitudes: a ‘Rumsfeldesque’ political pragmatism 
which accepts or even promotes secrecy as a necessary evil; and an obsessive 
public curiosity and indignation in regard to it. However, these antagonistic 
views on political secrecy seem to be two sides of the same coin: a specifi- 
cally modern logic of secrecy that combines an unavowability of the secret 
with its permanent ‘mise en discours. Political secrecy today is a ‘public 
secret’ (‘Taussig, 1999: 50-51), it functions much like sexuality in Foucault’s 
description of the ‘repressive hypothesis’: ‘what is peculiar to modern socie- 
ties is not that they consigned sex to a shadow existence, but that they dedi- 
cated themselves to speaking of it ad infinitum as the secret’ (Foucault, 
1980: 35). That’s the political secret today: a thing spoken of ad infinitum. 

By outlining a (very brief) genealogy of the conceptualizations of polit- 
ical secrecy, this article tries to elucidate the logic as well as the blind spots 
of a current culture of secrecy. It focuses on two fundamental logics of 
secrecy, deduced from the etymology of the Latin terms ‘arcanum’ and 
‘secretum. Whereas the logic of ‘arcanum and the conceptualizations of 
secrecy associated with it sees secrecy as a legitimate dimension of govern- 
ment and emphasizes the stabilizing effects of secrecy and discretion, a 
modern logic of secretum is marked by an inextricable dialectics between 
the withdrawal and the communication of knowledge, between secrecy and 
publicity. Here, the secret is not so much a piece of withheld knowledge as 
a ‘secrecy effect’ that structures social and political relations between those 
who ‘are supposed to know’ and those excluded from this knowledge 
(Derrida, 1994). Instead of falling into the trap of this ‘secrecy effect’, this 
article contends, it might be worth taking a closer look at the classical tradi- 
tion of thought on the arcana imperii, from Tacitus’s first coining of the 
term through early modern doctrines of raison détat to Carl Schmitt's 
reflections on dictatorship. What this tradition deals with is the functionality 
of secrecy and its complicated relation to the law — beyond any moralization 
of political secrecy. The arcana tradition elaborates the crucial point of 
secrecy: its potential, but also its profound ambivalence. Secrecy opens up 
a discretionary space of action exempt from the rule of law, yet — as Carl 
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Schmitt has it — ‘ignores the law but only in order to allow it to become 
effective’ (‘ignoriert das Recht, aber nur, um es zu verwirklichen’) 
(Schmitt, 1995 [1921]: xviii). Secrecy serves to protect and stabilize the 
state, and as such it is the precondition for the functioning of the law; but 
at the same time secrecy opens a space of exception from the rule of law, 
an exception that can breed violence, corruption and oppression. Instead of 
seeing secrecy as the opposite of a political culture of openness and transpar- 
ency, it might be more productive to regard it as transparency’s complement 
and precondition, but a counterpart that is marked by the profound paradox 
of being both an element of consolidation and a threat to democracy. Any 
discussion of the uses and limitations of secrecy in today’s political culture, 
I contend, should start with a full understanding of this essential paradox 
and of the ‘logic of secrecy’ from which it derives. 


Skeletons in the Closet of Power 


The new reign’s first crime was the assassination of Agrippa Postumus. He 
was killed by a centurion — who found it a hard task, though he was a perse- 
vering murderer and the victim taken by surprise unarmed. Tiberius said 
nothing about the matter in the senate. ... But when the centurion reported 
in military fashion that he had carried out his order, Tiberius answered 
that he had given no orders and that what had been done would have to be 
accounted for in the senate. This came to the notice of Sallustius Crispus, 
who was privy to the secret (secretum), for it was he who had sent instruc- 
tions to the tribunes, and he was afraid that the responsibility might be 
shifted to himself — in which case either telling the truth or lying would be 
equally risky. So he warned Livia [the adoptive mother of Tiberius] that 
palace secrets (arcana domus), the advice of friends (consilia amicorum), 
and services performed by the army (ministeria militum) were best undi- 
vulged (vulgare); and Tiberius must not weaken the throne by referring 
everything to the senate. The whole point of autocracy, Crispus observed, is 
that the accounts will not come right unless the ruler is their only auditor. 


(Tacitus, 1996: 34) 


The first coining of the term ‘secret of the state’ (arcana domus, literally: 
‘the secrets of the emperor’s house’), as well as a phenomenology of its mech- 
anisms and uses, can be found in Tacitus’s Annals. Tacitus’s terse account 
of events relating to the accession of Augustus’s successor Tiberius provides 
a paradigmatic case study of state secrecy: the removal of politically inoppor- 
tune family members, the subsequent denial of the orders that led to their 
removal, and finally the advice of a clever and cautious confidante to avoid 
any public debate. The murder of Augustus’s grandson Agrippa Postumus 
and the discretion urged by Sallustius Crispus, as reported in ‘Tacitus's 
Annals, marks the first instance of the use of the term arcana imperii, 
which in the early modern age became a key concept for the theory of ratio- 
nal and efficient government. The dynastic secrets (arcana domus) ‘Tacitus 
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has in mind concern both family and government; they are as private as 
they are political. Sallustius’s counsel precisely demarcates the space of the 
ancient arcana: it contains crimes such as the murder of the politically intol- 
erable Agrippa, confidential advice by friends (consilia amicorum) and dis- 
crete services of the military (ministeria militans). As a means of securing 
the stability and legitimacy of the principate of Tiberius, Agrippa’s removal 
is part of the attempt to replace Augustus’s personal auctoritas with institu- 
tional authority, but all of this would be called into question if it became 
known that the order to assassinate him had been issued by Tiberius 
rather than by the late Augustus. The slain grandson is, quite literally, a 
skeleton in the closet of power. The strict secrecy recommended by 
Sallustius fundamentally differs from Tiberius’s awkward attempt to pub- 
licly shift the blame to someone else. Vulgare (to make common) is the 
opposite of arcanum; it implies the obligation to legitimize questionable 
actions, something Sallustius knows can be achieved neither by lying nor 
by telling the truth. 

The state secret, then, concerns something that precedes the decision 
between truth and falsehood or justice and injustice: namely, the decision 
between silence and speaking. It is ‘something manifest that nonetheless is 
not open to negotiation’ (Haverkamp, 2004: 106). The very essence of state 
secrecy is to operate unobserved, hence it is the prerogative of power to with- 
hold certain issues from debate, avoid justifications and instead take care 
of business behind closed doors. However, political secrets are not necessar- 
ily synonymous with political crimes — they do not even have to be some- 
thing unknown; it is enough that they are left unsaid. Another episode in 
the Annals illustrates this. Gallus, a member of the senate, had suggested 
that magistrates and praetors should be nominated well in advance of their 
tenure, a motion that was designed to make senate politics more predictable 
but that would also severely constrain the emperor. “This proposal obviously 
had profound implications attacking the whole unspoken premises of autoc- 
racy (arcana imperii)’ (Tacitus, 1996: 94). In this particular case, the secret 
identified and targeted by Gallus is imperial power exercised in short-term 
appointments. Here, the arcana imperii are the functional principle of 
power and must remain off-limits at all times. They are the unspoken basis 
for the preservation of power — a basis strictly removed from debate. 
Indeed, the essence and principle of power consists in preventing such 
debates (as Tiberius did when he swept Gallus's motion off the table with a 
clever though utterly hypocritical rejoinder). 

Starting with Tacitus, then, the notion of the state secret is marked by 
a profound ambiguity: on the one hand, it intimates a political crime that 
drives a sharp wedge between the legitimacy and the preservation of power. 
On the other hand, the state secret appears to be nothing more than a sign 
of prudence — a neutral, precautionary measure beyond good and evil. 
What the two meanings have in common is an awareness that the stability 
and preservation of power requires a withholding of knowledge and a refu- 
sal to communicate. Power is that which is neither subject to debate nor 
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forced to justify itself. This does not in itself constitute a crime — it does not 
necessarily involve any intent to act in a morally or legally dubious way — 
yet it does contain the possibility of criminal acts. Being withdrawn or 
exempt from public control and debate, political secrecy opens up a discre- 
tionary space for actions that do not have to be accounted for, that will not 
have to stand the trial of legitimization, that will not have to be justified — 
since, ideally, they will never be known or discussed. 


Mysterium, Arcanum, Secretum 


This withdrawal from knowledge, communication and debate, however, can 
be enacted in different ways. There is not just one ‘logic of the secret’ 
(Marin, 1998); there are several ‘logics’ or models of secrecy that are best dis- 
cussed by briefly looking at the various Latin words for ‘secret’: mysterium, 
arcanum, secretum. Mysterium emphasizes a dimension of the unknowable, 
the religious or cultic secret, the inscrutability of God, nature or the 
human soul. The mystery in question is fathomless and auratic. As Ernst 
Kantorowicz (1965) has pointed out, the medieval ‘mysteries of state’ are 
very different from the arcana imperii. While the latter are thoroughly sec- 
ular political techniques associated with antique or absolutist dynasties, the 
‘mysteries of state’ are a theological concept, tied to the late medieval con- 
struction of the sanctity of the sovereign as a supernatural, immortal 
corpus mysticum (Kantorowicz, 1965). By contrast, arcanum and secretum 
deal with entirely mundane issues. Arcanum (from arca, meaning chest, 
coffin or treasury) is that which is locked away and hidden in a container: 
it is not available because it has been put under wraps and is thus removed 
(by lid or lock) from visibility or use. As the non-communicable and non- 
debatable basis of state power, the arcana are essentially linked to a tech- 
nique of silence and concealment which, as Niklas Luhmann points out, is 
first and foremost a form of political time management. Silence — the limi- 
tation or deferral of communication — facilitates a head start for any kind 
of political (or, for that matter, military) action; it is also a way of gaining 
time for decisions or of keeping options open. The ruler who keeps his 
plans under wraps cannot be forestalled and beaten to the punch. Thus 
secrecy guarantees viable possibilities, not least the possibility of communi- 
cation itself: “Whoever is silent may still speak. But those who have 
spoken about something can no longer be silent about it. ... Speaking pro- 
cures connectivity, silence enables reflection’ (Luhmann, 1997: 105). The 
kept secret preserves the status quo. This fundamental asymmetry of speak- 
ing and silence is the basis for the conservative power of secrets and secrecy, 
yet it is a force directed toward the present and the future in that it keeps 
open future possibilities. The arcanum is an essential tool of security, pro- 
tecting sensitive forms of information from abuse — today most prominently 
in the form of classification. Its effectiveness arises from the stabilization 
of the given and the planning of the future; it secures the here and now of 
the state, its status. 
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Unlike arcanum, which emphasizes withdrawal from communication 
and knowledge by locking something away under a lid of silence, secretum 
defines secrecy in terms of social inclusion or exclusion. Secernere, from 
which secretum is derived, means to exclude, to segregate, to secrete; its 
antonym is confundere — to mix, to confuse, to become indiscernible in a 
mass or crowd. Paradoxically, the verb cernere also refers to clarity: to 
survey, part, distinguish, recognize. Secretum is marked by an invisible 
though nonetheless highly effective referential structure: it is pointing to 
itself as something that has to be sought out, found out. The secretum is 
not, like the arcanum, a given, yet hidden piece of information, but rather 
a relation: a relation between the known and the unknown, between those 
who suspect and those who are ‘supposed to know. Derrida called this the 
‘secrecy effect’ (effet de secret) (1994: 245). This effect is the awareness (or 
belief or suspicion) that a secret exists, which, especially in the context of 
power relations, can have a greater impact than a real secret: ‘the 
secret...consists in knowing how to make one suppose knowledge and 
believe in the secret’ (Derrida, 1994: 246). Everything, he claims, depends 
on the supposition that there is a secret, not its actual existence or its 
content. 

Secrecy, then, is about the workings of this ‘secrecy effect’, of which 
Edgar Allan Poe’s famous short story “The Purloined Letter’ may serve as 
an allegory (Poe, 1850 [1844]: 262-80). A compromising letter to the 
French queen has been stolen, under the queen’s eyes, by the Minister 
D—., which puts him in a position to blackmail the queen with the threat 
of revealing the letter to the king. Desperately, the queen tries to retrieve 
the letter, first with the help of the police, later, and more efficiently, with 
the help of Poe’s mastermind detective Dupin. The letter is the physical 
form of a political secret — a secret whose power arises from the mere 
threat that it may be revealed. But throughout the story the letter remains 
sealed; its content is never of any importance and remains unknown. What 
counts is the very potential for abuse by Minister D—. The secret thus indi- 
cates a certain ‘aggregate state’ of knowledge, a form of looming latency or 
potentiality that is more powerful than its actual content. It is the potential 
for future disclosure that constitutes the power that its holder has over 
others. As Poe’s story illustrates, the secret and its inherent ‘power-effect’ 
are based on a social constellation made up of three basic positions: first, 
person A, who knows the secret; second, person B, with whom A shares it; 
and third, person C, who is kept in the dark about the secret and is thus 
excluded from the knowledge shared by A and B (also see Marin, 1998: 
195-204). The secretum is inextricably linked to communication; a secret 
locked into a single mind that is not at least potentially ‘shareable’ is not a 
secret at all (is rather, one might say, a mysterium). In this sense, secrecy 
structures social or political relations of exclusion and inclusion; by separat- 
ing those who know from those who do not (but who may know, at one 
point, or who doubt or suppose that there is a secret), it constitutes their 
relation. Poe’s story displays this structure as a choreography of positions 
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between knowledge and ignorance, power and powerlessness, positions 
through which the characters of the story move: the queen and Minister 
D— (in positions A and B) share a secret, the knowledge of the ominous 
letter, and D—’s power relies on the fact that the king, occupying position 
C, is excluded from this knowledge. Later in the story, the tables have 
been turned: Dupin has stolen the letter from D— and returned it to the 
queen without D—’s knowledge, who now finds himself in the uncomfort- 
able position C of the one excluded from knowledge. The secret thus func- 
tions as an organizing principle of social relations: states of knowledge, 
positions of power, bonds of allegiance or intentions of betrayal. 

Lacan’s ingenious reading of Poe's ‘Purloined Letter’ highlights the 
structural inevitability of this constellation and its consequences for the per- 
sons subjected to this logic of the secret. Lacan identifies the secret with 
the signifier, which compellingly organizes the subjects’ desires and 
positions. 


You think you act when I stir you at the mercy of the bonds through which I 
knot your desires. Thus do they grow in force and multiply in objects, bring- 
ing you back to the fragmentation of your shattered childhood. So be it: 
such will be your feast until the return of the stone guest I shall be for you 


since you call me forth. (Lacan, 2006: 29) 


Within the entanglement of desires and intentions the secret is that 
which returns, either to restore order or to draw everything into its abyss, 
just like the ‘stone guest’, the murdered commendatore, in Don Juan. The 
secret structures and haunts the symbolic order as well as the political. It 
is both defensive and stabilizing, yet it also marks — with increasing insis- 
tence — the moment of crime that reveals the illegitimacy and vulnerability 
of power. On the one hand, the state secret acts as a constituent element of 
power; on the other hand, it fuels its excess; it marks or, more precisely, 
secretes the state’s vulnerable spot, the turn into violence, corruption and 
chaos. 


The Suppression of the Arcana in the Modern Age 


Historically, the logics of secrecy indicated by the terms mysterium, arca- 
num and secretum refer to the political contexts from which they originated. 
While the mysteries of the state belong to the transcendent and religious 
foundation of the medieval state, arcanum and secretum belong to a 
modern, secularized form of politics. Following in the footsteps of ‘Tacitus 
and Machiavelli, political theorists of the 16th and 17th centuries developed 
a rich corpus of rules and guidelines for a rational and efficient political con- 
duct that grants a prominent role to the political secret, following the logic 
of the arcanum as a stabilizing, defensive form of secrecy. In the early 
modern era the principal political goal is to secure and expand the power of 
the sovereign. Political doctrines often run under the heading ‘arcana 
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imperit’ (see Stolleis, 1980). These arcana, however, are less a body of dark 
secrets than a prudent code of conduct for princes who are neither particu- 
larly godless nor amoral. Authors like Botero, Bodin, Ammirato and 
Clapmarius treat the arcana imperii simply as governmental techniques, 
or, to quote Botero’s classical definition, as ‘Notitia mediorum & rationum, 
quibus fundatur, firmatur & augentur status [‘Notes on the means and 
rules through which the state is founded, strengthened and augmented’ | 
(Botero, 1997 [1589]: 87). Since discretion and secrecy are viewed as the 
most important conditions for sustaining and expanding power, the authors 
recommend a variety of social techniques designed to hide a person's 
thoughts and intentions, such as deception and dissimulation, cunning, 
waiting, silence and the control of affects. Here, state secrecy is a form of 
managing information that restricts politically relevant knowledge to the 
smallest possible group. It implies, in Helmut Lethen’s words, a form of 
‘cool conduct’ that privileges discretion, dissimulation and opacity over com- 
munication, authenticity and morals (Lethen, 2002). The basic idea of the 
arcana doctrine is not altogether unreasonable: decisions should be left to 
small groups, and the most efficient way to pursue one’s goals is in secret. 
The split between personal morality and public good is viewed as a neces- 
sary differentiation for the sake of political stability. In light of the confes- 
sional wars of the 16th and 17th centuries, it makes sense to keep personal 
faith and conscience out of politics. Bracketing morality, then, is a means 
of pacifying society. Only in the 20th century will this separation of politics 
and morality be recast as an inherently contradictory and tragic conflict 
(Meinecke, 1957). However, the arcana approach to secrecy as a necessary 
and rational political instrument has not disappeared altogether. Carl 
Schmitt, whose conceptualizations of political secrecy I will address below, 
can be seen as a modern heir to the arcana tradition. 

The onset of political modernity, the establishment of popular sover- 
eignty and democracy, starts with the ‘purging’ of the arcana from politics 
— and, simultaneously, the establishment of an entirely new culture of 
secrecy (Koselleck, 1988: 53). The bourgeois criticism of absolutist sover- 
eignty involves more than the demand that politics be opened to participa- 
tion and publicity. According to Koselleck, the birth of modern political 
man in the 18th century takes place within the confines of secret societies, 
that is, under the protective cover of a bourgeois culture of secrecy that is 
directly opposed to the clandestine operations of the state, the arcana 
imperit. Questions of conscience and morality that the absolutist state had 
relegated to the private sphere reappear in enlightened secret lodges such 
as the Freemasons and Illuminati as benchmarks of political conduct. ‘It 
was in the lodges and through them that the bourgeoisie acquired a social 
form of its own. In imitating both, its mystery won a place beside the eccle- 
siastical mysteries and the arcane politics of States’ (Koselleck, 1988: 72). 
The lodges’ secretiveness provided a protected space in which an enlightened 
critique of the state could be unfolded, a critique that would eventually 
come to focus on the state secret. The new space of the political that the 
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citizen’s emancipation brings about essentially relies on its claim for trans- 
parency, while at the same time applying moral standards from the private 
sphere to the political world. The public aspires to be the arbiter of public 
matters, as much as it is the ultimate instance of sovereignty and legitimacy. 

With this new distribution of secrecy and publicity, however, political 
secrecy does not vanish altogether. Instead, modernity replaces the arcana 
imperii with the logic of secretum, establishing a much more complicated 
relation to secrecy and its political uses. On the one hand, modernity dis- 
covers secrecy as an essential basis of society, a common good worth protec- 
ting. It sees privacy as a protective space that contains the secrets of 
individuals, souls, families, groups and associations. While in Tacitus the 
arcana domus, the secrets of the emperor’s family, are clearly both private 
and matters of the state, in modernity politics is sharply separated from pri- 
vate issues. Georg Simmel has argued that the secret is constitutive both of 
modern societies and of the concurrent emergence of individuality. His soci- 
ology of the secret refers to that particular reserve of non-disclosure that 
enables the intimacy and private nature of individual communication, and 
that constitutes social groups by drawing boundaries between the initiated 
and the excluded. Secrecy is the basis of bourgeois society, Simmel (1906) 
argues, a private domain that is no longer burdened with too much knowl- 
edge of the other. 

Although secrecy, in the form of privacy, has now become constitutive 
of society, secrecy in ‘public matters’ is no longer acceptable. The modern 
moralization of politics and the secretiveness of the private sphere turn the 
political into the other of the private; nonetheless, the standards of the 
latter are applied when judging the former. As a result, political secrecy 
arouses both profound suspicion and intense curiosity, and this is precisely 
what makes the logic of secretum — rather than that of the arcanum — the 
specifically modern logic of the secret: while arcanum is the secret ‘locked 
away and silenced, the secret as secretum is more an effect than a muted 
form of real information, a form of social relation. The ‘secrecy effect’ of 
the modern state secret consists in its permanent and intense relation to a 
sphere of publicity. Everybody either doubts or knows that ‘there is some- 
thing’; the secret is what has to be sought out, ‘read between the lines’ — as 
the Latin word intellegere suggests. This curiosity revolving around the 
political secret comes with a considerable degree of moralization: in a politi- 
cal culture that favours publicity and transparency, anything that refuses 
to be subjected to public scrutiny and debate is a priori unlawful and 
immoral; as a result, the secret becomes the antonym of law and social con- 
tract. “The social contract,’ Alain Dewerpe summarizes, 


abolishes any possibility of secrecy in the execution of power, any lack of 
transparency in the intentions of the sovereign, any excess in carrying out 
government business, and any legal threshold region that would allow for 
the employment of clandestine means. All power will be dominated by the 
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principle of publicity. Liberal thought ...censures the space of the secret. 
(1994: 78) 


Secrecy and the Law 


However, this rejection of the secret, its expulsion from a sphere of legality 
and morality that marks the modern logic of secretum, may be too simple. 
The early modern tradition of thought on the arcana imperii offers a more 
complex understanding. It is important to recognize that the assumption 
that whatever is not public is a priori reprehensible blurs an (albeit compli- 
cated) boundary that has been an integral part of classic theories of state 
secrecy: the boundary between government’s rational rules and its vices. 
Here, the early modern doctrines are highly instructive: following in the 
footsteps of Tacitus, Arnold Clapmarius, one of the German authors of the 
arcana doctrines, sharply separates the arcana dominationis, the ‘secure 
and secret privileges of maintaining power’, from the flagitia dominationis, 
the misdeeds and infamies of power. Clapmarius’s differentiation aims at 
purging the arcana of the moral ambivalence that marked ‘Tacitus’s phenom- 
enology of the political secret: they are clandestine means for achieving laud- 
able goals, while the flagitia are the elements of mere corruption. Yet, 
because they remain mere means and do not amount to rules or norms, 
Clapmarius introduces a terminological differentiation designed to separate 
arcana from laws: ‘I furthermore distinguish the secrets of ruling from the 
laws of power’ (2009 [1605]: Lxiii; cf. Stolleis, 1980: 17-19). Clapmarius 
here hints at the complicated legal status of secrets: arcana are not necessar- 
ily crimes requiring cover-up; rather, they are measures and decisions out- 
side the purview of the law. They are even outside the law of exception, the 
iura dominationis, opposed to the tus commune. Even though they are not 
crimes, the secrets of the state cannot be bound by any kind of law. 

This is how, without lapsing into a simplistic logic of good ends justi- 
fying bad means, the classical theory of the arcana imperti draws a careful 
line between the realm of the law and the realm of secrecy. Secrecy has its 
own rules and limits, rules of caution, rational foresight, and strategic 
shrewdness that often preclude violence — but for reasons of efficiency, not 
ethics. As a modern heir to the arcana imperii tradition, in his 1921 study 
on dictatorship Carl Schmitt outlines a theory of arcana adapted to the 
modern bureaucratic state. Schmitt interprets Clapmarius’s theory of 
arcana as a reflection of the operating principles of power beyond legal 
norms. The arcana are rules of efficient governance that enable the law to 
operate or that are used to re-establish the rule of law in times of turmoil 
and crisis (Schmitt, 1995 [1921]: 14-16). He emphasizes the extra-moral 
neutrality and functionality of those rules. Always critical of the modern 
moralization of politics, Schmitt is concerned with removing the ominous 
and suspicious aftertaste that secrets have acquired in the modern age. 
‘The concept of arcanum, when it means state secret, is not more or less 
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mystical than the modern concept of the secret “know how” of a business 
|Betriebs- und Geschdfisgeheimnis| ...” (Schmitt, 1995 [1921]: 13). There is 
no doubt of Schmitt's intention here: to compare state secrets 
(Staatsgeheimnis) to simple trade or business secrets (Betriebsgeheimnis) 
is a way of ‘sanitizing’ political secrecy in order to eliminate its noxious after- 
taste. A trade secret, after all, is a purely defensive secret; located on the 
border between what may not be told and what is not worth talking about, 
it serves to protect a business against potential competitors. Schmitt’s ‘saniti- 
zation of political secrecy into pure functionality, into what one could call 
‘the tricks of the trade’ in politics, puts the emphasis on the defensive 
aspect of secrecy, on its stabilizing and security-related functions. Secrecy, 
he argues, is a functional principle at the core of the governmental appara- 
tus, an apparatus that cannot operate if it is constantly subject to debate. 
Beyond the modern moralization of politics, beyond the legal order and the 
structures of political representation, the state apparatus and its modern 
raison détat are, for Schmitt, a domain of mere ‘technique’: 


Historically, the modern state emerged from a politically neutral technique 
[Sachtechnik]. With it begins the doctrine of the raison détat as its theoret- 
ical reflex, that is: a socio-political maxim which is above the dualism of 
legality and illegality and which is derived only from the necessity to main- 
tain and extend political power. The military and bureaucratically trained 
officialdom, the ‘executive’, are the core of this state which is essentially 
executive. From a technical point of view the executive does not care in 


whose service it operates. (1995 [1921]: 2 


For Schmitt, this apparatus is politically ‘neutral’, presumed to func- 
tion regardless of what particular political representation, what laws and 
forms of government, happen to be in place. It is mere infrastructure, a 
functional basis comprising administration, supply and the circulation of 
humans, goods and information — and, of course, the security of all this. 
What makes Schmitt crucial for an understanding of the status of secrecy 
in modern states is precisely his ‘neutralization’, the idea that secrecy must 
not be moralized as such but is an essential and functional element of poli- 
tics. Secrecy for Schmitt is part of this basis, neither part of the law nor sub- 
ject to it. It is an element of the paradoxical operation of suspending the 
law in order to preserve it. In this ‘putting into practice of the law 
(Rechtsverwirklichung), Schmitt sees the essential function of dictatorship 
as a temporary state of exception (1995 [1921]: xviii, xx). Its justification 
thus can only lie, as Schmitt has it, in ‘ignoring the law but only in order 
to allow it to become effective (verwirklichen)’ (1995 [1921]: xviii). 
Following this logic, we might say that the state secret is the exception of 
the political in the modern age, the moment in which the transparent legal 
order, the commitment to representation and legality, willingly suspends 
itself in the name of the functioning of the state apparatus, thus creating 
space for something beyond the reach of its principles. This sphere, however, 
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is to be conceived not, like the classic ‘state of exception’, as a temporary sus- 
pension of the entire legal order, but as a permanent possibility inherent in 
the state itself. 

Schmitt's neutralization of the state secret certainly helps to free a 
theory of political secrecy from the hysteria of an ideal of total transparency 
and of the fallacies of the ‘secrecy effect. It offers a conceptualization 
of secrecy that makes the secret acceptable as a functional souterrain of 
politics, as it were — as a stabilizing basis, albeit removed from sight. His 
paradoxical formula — ‘ignore the law but only in order to allow it to 
become effective’ — certainly has its appeal when it comes to the defensive 
and security-related functions of secrecy, such as data classification, diplo- 
matic discretion or security measures. Whether we are dealing with know- 
how related to the state’s infrastructure, with the protection of certain tech- 
nologies, or with the opacity of administrative procedures, the state secret 
remains defensive in nature. To draw on a recent example: as of 2002, as a 
protection against potential terrorist attacks, the US government classified 
as secret all technical information regarding US electric power stations, 
nuclear power plants, chemical factories and other sensitive infrastructure. 
Secrecy here protects what one could call the ‘material basis’ of the state. 
This material basis normally comes into sight only when it is the target of 
disruption or sabotage — and preventing such disturbances is precisely 
what the functional secret is designed to do. 

Such a functionalist view of secrecy in the tradition of the arcana 
theory also offers criteria for an assessment and critique of the forms and 
uses of state secrecy from a non-moralizing viewpoint. Instead of question- 
ing the very use of secrecy, a functionalist approach to secrecy must ask pre- 
cisely how its usage helps pursue the proclaimed goal of stabilization and 
security of the state of law. It must ask, for instance, whether the practice of 
classification is actually an efficient means of protecting sensitive data or 
infrastructure — or if it is, rather, obstructing the accessibility of information 
important for technology or research. Or, to give a more controversial exam- 
ple: on a functionalist view one can legitimately question the effectiveness 
of secretly financing and supporting guerrilla groups (such as the Arab fight- 
ers led by Lawrence of Arabia; or the Contras; or the Mujahedin) in foreign 
countries by considering the long-term consequences. In most cases, the 
investment either doesn’t pay (Contras) or backfires in the long run (from 
the Arab revolt in 1916 and its geo-political consequences for the Middle 
Kast, to the Mujahedin who eventually turned into Al-Qaeda). So, even if 
one does not want to address the moral issues of this type of intrusion into 
a foreign country’s conflict, from a functional perspective financing guer- 
rillas is dysfunctional. The functionalist view forecloses moral or legal con- 
cerns; forms and practices of secrecy must first and foremost stand an 
efficiency test. Of course, functionalist conclusions might chime with moral 
and legal ones, but the harmony is only coincidental. 

Even if it has the advantage of a certain pragmatism, a purely func- 
tionalist approach nevertheless misses a core point of political secrecy: its 
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profound and uncontainable ambivalence. There is the world of aggressive 
secret operations, coups détat and assassination plots, interventions into 
the domestic affairs of other states, secret police actions against potential 
terrorists, abductions and torture (as we have recently witnessed), and, last 
but not least, intrusive forms of surveillance, interception and other forms 
of invading citizens’ privacy. Though the secret services of Western democra- 
cies are nowadays regulated (at least to a certain extent) by statutory laws 
such as, for example, the US Intelligence Authorization Act of 1991, con- 
tained by internal rules and codes of conduct, and supervised by parliamen- 
tary committees, secrecy opens up a universe of uncontained violence. For 
whatever happens in the impenetrable world of covert operations is, 
first and foremost, veiled under the shroud of non-communication, non- 
documentation and non-reporting, and thus essentially withdrawn from the 
reach of law enforcement as long as nobody reveals it. This is what secrecy 
is all about: the logic of arcanum keeps compromising information locked 
away not only from public scrutiny but from government scrutiny as well. 
No form of ‘parliamentary control’, as it has been established since the 
1970s in the US and Europe, can overcome this essential dilemma: control 
is possible only to the extent that the controlled institution cooperates, not 
only by operating by the book but also by documenting and reporting each 
and every one of its misdemeanours. From former Director of Central 
Intelligence William J. Casey’s famous dictum ‘[the] business of Congress 
has to stay the f— out of my business!’ to George ‘Tenet’s stonewalling 
vis-a-vis the Joint Committee in 2002, this hasn't always been the case 
(Johnson, 2007: 176, 182). And control is possible only to the extent that 
the controlling organ really wants to know: ‘Congress is informed to the 
degree that Congress wants to be informed’, as former DCI William 
E. Colby put it (Johnson, 2007: 181). Critical research on intelligence con- 
trol has often complained about the ‘flaccidity’ of parliamentary committees 
(Johnson, 2007: 181). Accepting secrecy ultimately means accepting the 
arcane ‘lid’ that shields from debate, control and law enforcement whatever 
may be done in the discretionary space of invisibility. One reaction to the 
situation — a misguided one — is to give up asking questions. 

This fundamental dilemma of control and law enforcement within the 
sphere of secrecy elucidates the paradoxical relation between state secrecy 
and law. The relationship between the secret and the law tends to correspond 
to that between the state of exception and the rule of law, that is, between 
suspending and securing the law in emergency situations. Dewerpe inter- 
prets the old axiom necessitas legem non habet as an expulsion of necessi- 
ties from the legal sphere (1994: 84). The state secret opens up an ‘extra- 
legal space’ in which state power, no longer under any control, asserts itself 
in its purest fashion. It is, in fact, a space of war; the rules of civil life 
have been replaced by those of engagement. The secret torture camps of 
the CIA and the avenging assassinations carried out by Mossad or the 
Russian FSB (Federal Security Service) are only the most glaring recent 
examples of legal deregulation enabled by political secrets. Here, secrets of 
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the state are no longer part of a cunning power game but the occasion for 
the state to transgress its own legal regulations. The modern secrets of the 
state thus amount to an ongoing state of exception, a permanent (self)-sus- 
pension of the rule of law that introduces the possibility of pure, ‘extra- 
legal’ violence. Radicalizing Carl Schmitt’s idea of state power ‘ignoring the 
law in order to allow it to become effective’, Giorgio Agamben has argued 
that it is precisely this permanent exception and suspension which enable 
law and order in the first place (1998: 18). From this perspective, the state 
secret can be seen as a permanent exception that constitutes the rule — that 
is, the state of lawfulness and publicity. Agamben writes: 


The exception does not subtract itself from the rule; rather, the rule, sus- 
pending itself, gives rise to the exception and, maintaining itself in relation 
to the exception, first constitutes itself as a rule. The particular ‘force’ of 
the law consists in this capacity of law to maintain itself in relation to an 


exteriority. (1998: 18) 


The state of law, Agamben contends, constitutes itself by opening up 
another space which precludes questions of legitimacy. Secrecy is one, per- 
haps crucial, element of this ‘exteriority. Agamben highlights the ideological 
‘fiction’ that this space maintains a regulated relationship to the rule of 
law. For him, law and lawlessness mutually enable each other, while remain- 
ing, as Agamben insists, substantially incompatible (see Agamben, 2005). 
Less radical than Agamben’s, however, Schmitt’s formula — ‘ignore the law 
but only in order to allow it to become effective’ — may offer a model for 
this necessary ‘relation’ that must bind every use of extra-legal means to 
the goal of stabilizing and securing the sphere of law. All the attempts to 
control and contain the violent and lawless momentum in the employ of 
secrecy — laws, formal and informal codes of conduct, parliamentary control 
— must be seen as attempts to maintain this relation, sometimes more suc- 
cessfully and sometimes less. Nevertheless, the uncontainable momentum 
in secrecy, its profound and irredeemable ambivalence, remains. 


Transparency and the Secrecy Effect 


This deep legal and functional paradox of the arcanum is far from being 
addressed in today’s public sphere, though the latter seems to be obsessed 
by the subject of political secrecy: whether in the form of the scandals of 
CIA and army practices in the context of the war in Iraq and the ‘war 
against terror’ (torture, extraordinary renditions, the shooting of civilians — 
and their respective cover-ups), or in the form of disparaging remarks in 
confidential diplomatic cables (revealed in the context of WikiLeaks’s 
‘Cablegate’), or in the ongoing surveillance of communication, travel pat- 
terns and cash flows in the fight against terrorism. A political culture that 
stresses transparency and moralizes the political cannot accept the constitu- 
tive role of the secret; it will, at best, treat it as a regrettable necessity. This 
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is the secrecy effect today: the employment of clandestine means and prac- 
tices may be officially admitted, but their details are, as much as possible, 
hidden deep within the administrative edifice and in the continuing reti- 
cence of the intelligence agencies. Even if, with the spectre of Islamist 
terror haunting Western societies, the general attitude towards the secret ser- 
vices has become more favourable, there is still an intense aversion to con- 
doning the details and consequences of the latter’s work. Secrecy remains 
both unacceptable and unavowable, promoted only by a blunt pragmatism 
or an alarmism that applies the rules of war to civil society. What neither 
position sees is the essential paradox of secrecy. But the secrecy effect fol- 
lows the rule that the suppressed always returns. Instead of being part of 
the sphere of political rationality, the secret today is relegated to the 
domain of slip-ups and indiscretions. It can come to light only in the form 
of scandal — or fiction. Nevertheless, the political secret is as popular as it 
is precarious: Intelligence activities are incessantly discussed and 
researched; they fuel political phantasms that detect all kinds of insane 
adventures, crimes and disasters lurking underneath the tedium of parlia- 
mentary debates. Not coincidentally, the highly secretive decades from the 
1950s to the 1980s, when intelligence agencies had no addresses (let alone 
homepages) and the US cryptology agency NSA (National Security 
Agency) was dubbed ‘No Such Agency’, were the golden age of political 
thrillers, conspiracy theories and great scandals. The modern state secret is 
not, unlike the ancient arcana, silenced and tucked away, but a constant 
source of speculation, dramatization and fictionalization. 

Perhaps today fiction is actually the only (or at least the most lucid) 
way to speak, as it were, ‘openly’ about the precise nature of political secrecy 
without falling into the trap of the secrecy effect (see Horn, 2007). Since fic- 
tion does not claim, as history and journalism do, to offer the ‘ultimate 
truth’ of an event, it is better suited to analyse and reconstruct the minute 
workings of political secrecy — its mechanisms more than its content. 
Fiction offers possible versions of an event, exploring and elucidating the 
structures behind it. As we saw in Poe and, for that matter, Tacitus, a tale, 
more than any treatise, can succinctly illuminate the subtle economy of 
light and dark, inclusion and exclusion, suspicion and power at work in 
secrecy. 

Unlike fiction, the mass media, on the contrary, are at the mercy of 
the secrecy effect. Being permanently dedicated to revealing political 
secrets, unearthing the ‘ultimate truth and thus trying to destroy the 
arcane cover, they create the public’s persistent feeling that ‘there is always 
something .... In the words of Dewerpe, the political secret is a ‘secret de 
Polichinelle’ (1994: 89), a secret that everyone knows and is interested in 
and that everyone claims to have been privy to. In the midst of this pande- 
monium of scandals, revelations and conspiracy theory, arguably the best- 
kept secret of modern intelligence agencies is their mundane daily routine: 
the protracted, often tedious collection of data from frequently tarnished 
sources, the laborious checking and evaluating of information, and the 
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tricky diplomatic art of communicating to the government the political and 
military knowledge obtained. 

The rise and popularity of conspiracy theories, especially in the wake 
of traumatic political events calling for explanations, such as the assassina- 
tion of John F. Kennedy or the attacks of 9/11, can be understood as a 
symptom of the secrecy effect. Conspiracy theories offer answers to unan- 
swerable questions permeating a political culture that breeds scandals and 
reveals secrets almost on a daily basis — without ever reaching a point of 
clarity or ‘ultimate truth: The secrecy effect opens up a space of speculation, 
conflicting versions, distrust and paranoia: suddenly there are secrets every- 
where; every political decision points to hidden vested interests; every ordi- 
nary or extraordinary event is controlled by clandestine networks. 
Paradoxically, this conspiratorial view or, in Richard Hofstadter’s (1965) 
words, this ‘paranoid style’ in politics not only represents the outcome of a 
repression and rejection of secrecy but also reveals, as its reverse side, a 
naive call for total transparency. 

Nobody has recently expressed this interdependence between a para- 
noid political worldview and the emphatic claim for total transparency 
more succinctly than Julian Assange, the head of and driving force behind 
the internet platform WikiLeaks, which claimed to have leaked, among 
other material, a quarter of a million of US classified diplomatic cables in 
November 2010. Assange’s professed ideal is one of total transparency, the 
absence of any arcana imperii, be it only the embarrassing chitchat of diplo- 
macy. From this perspective, the state’s secrets can never be anything but 
its crimes; having secrets is already proof of criminal and immoral political 
activities. In a (mildly confused) online article ‘Conspiracy as Governance’, 
published in 2006, he equates any kind of government with conspiracy, 
marked by ‘collaborative secrecy’ (Assange, 2006: 2). His suggestion for 
undermining and destroying these conspiratorial structures is to disrupt 
the secret networks of ‘authoritarian governments’ by destroying or disturb- 
ing their modes of communication. Which is exactly what leaking does: it 
disrupts communication channels by intercepting secret information and 
leaking it to a global audience. Leaking is a way of disrupting what is 
believed to be a ubiquitous and immense body of (criminal) secrecy present 
in virtually all governments today. This attitude reduces the intrinsic ambiv- 
alence of secrecy to one lurid picture of crime, corruption and repression. 
Such a view of the arcana imperii falls prey to the modern secrecy effect 
and its dialectical intertwining of secrecy and the public sphere: on the one 
hand, it is marked by an almost paranoid belief in the ubiquity of secret 
political machinations and crimes; on the other, it believes that the only 
remedy is a political culture of total transparency. The latter, however, is a 
result of the former; this idea of transparency is, as Jodi Dean has argued, 
nothing but the reverse side of secrecy: 


secrecy generates the very sense of a public it presupposes. The secret desig- 
nates that which is desired to be known, that which hasn't yet 
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been disclosed. In so doing, it presupposes a subject that desires, discovers 
and knows, a subject from whom nothing should be withheld. (Dean, 


2002: 10) 


The logic of the secret that organizes the modern secretum tends to 
draw everything into the vortex of its secrecy effect — the secret as much 
as the public, political crimes as much as the rules of prudent discretion, 
an all-embracing suspicion as much as a gullible belief in the power of 
revelation. 

What we could wish for is a sharper understanding not only of the 
functionality of secrecy but also of the highly precarious tension between 
the arcanum and the state of law. In other words, we could replace the hys- 
teria that accompanies the logic of secretum by the functional perspective 
that the arcana imperii tradition has to offer. But any functionalist view 
on secrecy must avoid falling into a ‘Rumsfeldesque’ pragmatism whereby 
the ends justify whatever means, a pragmatism that, as we have seen, 
tarnishes both means and ends. All in all, it would be beneficial (and 
more functional) to adopt a more candid policy of secrecy, openly avowing 
that certain things are not open to debate and public insight, but also 
acknowledging the irredeemable ambivalence of secrecy, and the fundamen- 
tal dilemma inherent in its control within a democratic state of law. 


Notes 


1. This article is based on a chapter of my forthcoming book: The Secret War: 
Treason, Espionage, and Modern Fiction (Northwestern University Press, 2013). 
I am grateful to Clare Birchall for inviting me to contribute to this issue, and to 
this journal’s anonymous reviewers for their comments and helpful criticism on 
an earlier version of this article. 


2. Obviously, Schmitt's remarks here in the context of his history and theory of 
dictatorship are not limited to the bygone absolutist state; what he aims at is a 
theory of exception in modern states. Schmitt's central insight lies in the fact 
that he locates the state secret precisely in this domain outside or ‘underneath 
the legal order, in the ‘apparatus: Schmitt’s theory of dictatorship is concerned 
with the means and methods of dictatorship as a state of exception — how it func- 
tions, how it may be limited, and how it relates to the legal order. 
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